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TO ALL PARTIES AND THEIR COUNSEL OF RECORD:
PLEASE TAKE NOTICE THAT on May 3, 2019, at 2:00 p.m. or as soon thereafter as the matter

may be heard, in San Mateo Couiity Superior Court, Southern Branch,‘ located at 400 County Center,
Redwood City, California §4063, Defendant Facebook, Inc. will and hereby does demur to the Complaint,
and each cause of action therein, ésserted by Plaintiffs Leah Ballejos, Audrey- Ellis, and Tameika Martin,
pursuant to Section 430. 10(e) of the California Code of Civil Procedure, on the ground that the Complaint
fails to state a cause of action against Facebook

This demurrer is based upon this Notice of Demurrer and Demurrer, the Memorandum of Points
and Authorities 'éoncurrently filed herewith, the Declarations of Kristin'Linsley and Michael Duffey
concurrently filed herewith, the Court’s file, and such other oral and documentary evidence and arguments

as may be presented at the hearing of this demurrer.

DATED: April 2,2019 GIBSON, DUNN & CRUTCHER LLP

( (2 Reistir & Xinsle
| ebook,]nc.

Attorneys for Defenda
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DEMURRERS TO PLAINTIFFS’ COMPLAINT
Defendant Fa‘cebo,ok, Inc demurs to the. Complainfc and each cause of action stated: therein on the
félloWi"ng grounds: . » ' .
~ DEMURRER TO ENTIRE COMPLAINT
1. Pursuant to Codé of Civil Procedure section 436. 10, subd. .(;e),. befendant demurs to
Plaintiffs’ Complaint, in its entirety, on the ground that the Complaint fails to.state facts sufficient to

constitute a cause of action against Facebook.

DEMURRER TO FIRST CAUSE OF ACTION
(Violation of Bus. & Proc. Code § 17200 et seq.)

2. Pursuant to Code of Civil Procedure. section 430.10, sibd. (e), Facebook demurs to the
First Cause of Action on the ground that it fails to state facts sufficient to constitute a cause of action.
Specifically, Plaintiffs fail to plead the loss of honey or property or-an injury in fact as a result of

Facebook’s alleged conduct; Plaintiffs’ élair,.n is barred by the statute of l-imitatidns';_and Plaintiffs do not

adequately allege that Facebook engaged in any unfair, fraudulent, or unlawful conduct within the meaning _

of Business and .ProfeSsioﬁs Code; Section 17200 et seg:

DEMURRER TO SECOND CAUSE OF ACTION
(Violation of Bus. & Prof. Code § 17500 et seq:)

3. Pursuant to Code of Civil Procedure section 430.10, stibd. (¢), Facebook demurs to the

Second Cause of Action on the ground that it-fails to state facts sufficient to constitute a cause of action.

Specifically, Plaintiffs fail to plead the loss of money or property or an injury in fact as a result of

Facebook’s falleged conduct; Plaintiffs’ claims are barred by the statute of limitations; and Plaintiffs do not

adequately allege a violation of B)usiness and Professions Code, Section 17500 et seq.

| PRAYER
WHEREFORE, Facebook prays:
1. That Plaintiffs take nothing by reason of the Complaint;
2, That Facebook’s De‘rnufrer to the Complaint and the specific causes of action set forth therein

be sustained;

- 3., Thatthe Complaint be dismissed against Facebook without leave to:amend;
4, That Facebook recovers its costs of suit; and
3
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For any other or further relief as this Court deems just and proper.
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DATED: April 2,2019 GIBSON, DUNN & CRUTCHER LLP

vy P

C Kristin A. Lirg/
Attorneys for Defendant Facebook, Tnc. . |
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I. INTRODUCTION

Plaintiffs are three _Faéeb‘ook users who-allegedly “received notification that [their] personal data may

~ have been accessed by [thisisyourdigitallife]”—a third-party app operated by Dr. Aleksandr Kogan. (Compl.

99 11-13 [emphasis added].) Plaintiffs allege that if their data was shared with Dr. Kog‘an’s app, then it is

possible Dr. Kogan may have given fcheir data to Cambridge Analytica, in violation of Facebook’s policies.

(Compl. §2). Andif Cambn'dgé- Analytica obtained access to Plaintiffs’ data, it is possible it may have sent
targeted ads to Plaintiffs regarding the 2016 electiofx. (Ibid.)

This is the full extent of Plaintiffs’ allegations. Based on this speculative chain of events, which—
even if true—resulted in nothing more than Plaintiffs’ possibly seeing different ads than they otherwise might
have seen, Plaintiffs askthls Court to issue s@eeping injunctive relief aimed at changing Facebook’s business

model. But California law prohibits Plaintiffs’ causes of action and the reliefthey seek. Facebook’s demurrer

should be sustained without leave to amend and this action should be dismissed with prejudice.

Plaintiffs Iack standing. Under well-established California law, Plalntlffs cannot maintain causes of
action under the Unfair Competition Law, Bus & Prof, Code § 17200 et seq. (U CL) or the False Advertising
Law, qu. & Prof. Code § 17500 et seq. (FAL),, unless they have suffered “some form of economic 1nJu1jy
to their ;‘money or property.” (Kwikset Corp. v. Superior Court (2011) 51 Cal.4th 310, 323,) California law
is equally clear that the sharing of an individual’s personal information is insufficient to meet this requirement.
(Archer v. United Rentals, Inc. (2011) 195 Cal.App.4th 807, 816). Plaintiffs have not alleged any loss of
“money or property”énd, for that reason alone, their claims fail. .

Even apart from the failure to allege a loss of “,méney or property,” Piaintiffs do not articulate-any
harm that they sﬁffered as a result of the alleged sharing of their information, much less harm that would
satisfy the UCLs strict “injury-in fact” requlrernent (Kwrkset supra, 51 Cal.4th at 322.) They do notidentify
any -specific content that they shared on Facebook, nor do. they identify any- such content that was
inappropriately shared, or any adverse consequence that allegedly befell them as a result of such sharing,
Because Plaintiffs suffered no cognizable injury, their claims cannot proceed.

Plaintiffs consented to the sharing, i’laintiffs’ claims also fail because they consented to the sharing

.of their information. Although they allege in conblusory fashion that any sharing occurred “without [their]

consent” (Compl. [ 11-13), the contracts they entered with Facebook—of which this Court may take judicial

11
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notice, as Plaintiffs rely on them in the Complaint—reveal that Plaintiffs consented to their data being shared
with third-party apps and device manufacturers, and that they had options to limit app sharing or turn-it off

entirely. Even more, the operative contract, at all times, disclosed the risk that.a user’s data might be misused

by third-party apps and websites. Under California law, these disclosutes—and the accompénying waiver of

liability for third-party conduct—are fatal; they preclude any claim based on the alleged sharing of data.
Plaintiffs fail to state a UCL or FAL claim. Plaintiffs also fail to plead facts establishing the

necessary elements of a UCL or FAL claimi. Among other problems, Plaintiffs do not and cannot show that

any of the practices about which they are complaining were unfair, fraudulent, or unlawful in any way,
partigularly given their consent to all of the cﬁallenged -practices and the absence of any allegation of reliance.
Plaintiffs also fail to:' allege, and cannot allege, that any of the challenged practices caused an injuty to
competition, as the better reasoned cases in this area require.

Plaintiffs’ claims are time-barred. Plaintiffs’ own al‘le‘gati"ons also make clear that their claims are
time-barred. Plaintiffs allege that, in 2012, Facebook entered into a widely publicized consent decree with
the Federal Trade Commission (FTC) that focused on the same issues underlying Plaintiffs’ claims. The
FTC’s 2011 Complaint and 2012 Consent Order—the latter of which Plaintiffs directly reference in their
Complaint—put Plaintiffs on notice that third-party apps could access user data via permissions from their
friends-and that users could use their setiings to limit the sharing of information withappé-. (See Linsley Decl.
Ex 1919, 18.). Plaintiffs’ claims, filed more than six years after they knew or shouild of known of Facebook’s
challenged practices, are time-barred.

Becausethe -Compléi'nt is facially—and fatally—defective, Facebook’s demurrer should be sustai_ned
and the Complaint should be dismissed without leave to amend.!

Il. RELEVANT FACTUAL AND PROCEDURAL BACKGROUND

Plaintiffs’ factual allegations are drawn primarily from March 2018 articles in The New York Times
and The Guardian, reporting that the: p‘dlitical consulting firm Carnbridge Analytica had obtained data about
Facebook users and used that data to target advertising during the 2016 U.S. Presidential election. ' Plainitiffs
allege that Alexander Kogan obtained data from Facebook users and the users® friends through his app, “This

Is Your Digital Life” (Compl. 2, 43—44); that Kogan shared Facebook users’ data with Cambridge

| Facebook met and conferred with Plaintiffs’ counsel and noted these deficiencies, but they declined
to withdraw their claims. (See Linsley Decl. § 2.)

12
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Analytica in violation of Facebook’s policies (id. |7 46-48); that Facebook took insufficient steps to confirm

that Kogan deleted this data as demanded by Facebook (id. {9 46—47, 49); and that Cambridge Analytica used

3% <6

the data “to help target its messaging” “as a consultant for Donald Trump’s presidential campaign” (id. § 48).

The Complaint. also{ draws from later reporting on Facebook’s ‘alleged data-sharing agieements with
device manufacturers and “whitelist{ed]” apps. (Compl. 9937-41.) Plaintiffs allege that Facebook had
undisclosed agreements with electronic. device manufacturers. that allowed the manufacturers to access the
data of users and their friends without consent (id. §{37-38), and that Facebook allowed certain companies
to obtain users” friends’ data after Facebook announced that it would be updating the platform to prevent apps
from obtaining friends’ data (id. ] 40-41).

The Complaint asserts two causes of action égainst Facebook. Count I alleges that Facebook violated
the UCL. by engajg'ing in “unlawful,” “fraudulent,” and “unfair” conduct. Plaintiffs allege that Facebook’s
conduct was “unlawful” because it violated (i) article 1, section 1 of the California Constitution; (ii)the
California Customer Records Act, Civil Code § 1798.80; and (iii) the jmplied duty of good faith and fair
dealing. (Compl. § 68.) They allege that Facebook’s conduct was “fraudulent” because its alleged failure to
adhere to its “empty promises” to protect user privacy “was likely to deceive the general public.” (Id. §{ 1,
69.) And they -allege Faceﬂbook"’s.‘éonduct was “unfair” because “Facebook users were assured their data’
would be used only in the manner 'indicafcd in the Company’s terms of service and Data Use P'olijcy,” (d.
970.) In Count II, Plaintiffs assert that Facebook violated thie FAL by publicly and falsely representing
(i) “that it would protect and not permit the unauthorized transfer or use of personal data”; (ii) “that [it] does

not share information unless the user grants permission or Facebook provides notice to the user”; and (iii) that

it “investigated suspicious activity or violations of its terms of use or policies.” (Id. §75.)

. Plaintiffs seek various forms of injunctive relief, including an order requiring Facebook to institute
various specific data management practices and audit procedures; change how it interacts with third-party '
apps, and make other operational changes. (Compl. at pp. 28-29.) They also seek declé,ra_tory' relief. (ld.
910, p 28 [seeking “declaration that Facebook has engaged in unlawful conduct” and d’eclaration of “data

breach” pursuant to Civil Code § 1798.80 ef seq.]. Plaintiffs do not seek monetary damages.
III. LEGAL STANDARD

A demurrer “test[s] the sufficiency of @ cémplaint by raising questions of law,” including “whether
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the c’omplaint. states facts sufficient to constitute a cause of acti’oﬁ." (Award Metals, Inc. v. Super, Ct. (1991)
228 Cal.App.3d 1128, 1131:) To survive a demurret, “a pleading must contain factual allegations supporting
the existence of all the essential elements” of the causes of action asserted ‘therei’r.}, (Mobleyv. L.A. Unif. Sch,
Dist..(2001) 90 Cal. App.4th 1221, 1239.) Although courts “assume the: truth of a}l. facts properly pleaded,”
they nejed not assume fh’ef truth of ‘fcontention'é, deductions or conclusions of fact or law.” (Cansino v. Bank
of Am, (2014)-224 Cal.App:4fh 1462, 1468; see Maystruk v. Infinity Ins, Co. (2009) 175 Cal.App.4th 8‘81-,..
886.) Courts also do not assﬁr_ne the truth ‘of allegations that are contréry to facts judicially noticed. (Cansino,
supra, 224 Cél.App.é}th, at p. 1468.) “Because standing goes to the existence of a cause of ‘action, ia‘ck of
standing may be raised by demurrer[.]” (Peferson v. Cellco P 'Ship (2008) 164 Cal.App.4th 1583, 1589.)
And “where the nature of the plaintiff’ s claim is. clear, and under substantive law no liability exists, a court

should deny leave to amend because no amendment co{ﬂd change the result.” (Hoffinan v, Smithwoods RV '

Park, LLC (2009) 179 Cal.App.4th 390, 401; San.Matec Union High Sch. Dist. v. City ofSén Mateo (2013)

213 Cal.App.4th 418, 441 [plaintiff must prove “reasonable possibility™].)
| ~ IV. ARGUMENT
A. Plaintiffs Lack Standing To Pursue Claims Under The UCL And FAL

The UCL and FAL impose a standing requirement that Plaintiffs do not—and cannot—meet: By
virtue of Proposition 64, a private individual cannot bring a UCL or FAL claim unless that person can show

that he or she “has suffered injury in fact and has lost money or property as a result of” the alleged unfair

competition that forms the basis for the claim. (Bus. & Prof. Code, § 17204; § 17535.) As the Court of | -

Appeal has explained this requirement, “in the aftermath of Proposition 64, only plaintiffs who have suffered

actual damage may pursue.a private UCL action.” (Peferson, supra, 164 Cal.App.4th at p. 1590; see also.

Troyk v. Farmers Grp., Inc. (2009) 171 Cal.App.4th 1305, 1348 n.31 [to bring a-claim under UCL or FAL,

- plaintiff must allege that he or she “lost money or propetty” as a result of the alleged violation].) Thus, “(a]

private plaintiff must make a twofold showing: he or she must demonstrate injury in fact.and a loss of money
or property caused by unfair competition.” (Peferson, supra, 1 64 Cal.App.4th at p. 1590.) And to establish
“injury in. fact” the:- plaintiff must “set forth a Basis for a claim of actual economic injury as a reéult of an
unfair and illegal business pr‘actic,ef’ (Aronv. U-Haul Co. of Cal. (2006) 143 CaI-.Aﬁp.4th 796, 803 [emphasis
added].) A plaintiff alleging fraud-based claims under the UCL or FAL also must make a showing of “actual
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reliance ... in accordarice with well-settled principles regarding the element of reliance in ordinary fraud
action.” (In re Tobacco Il Cases (Tobja.é.co 11) (2009)46 Cal.4th 298, 306.)

Here, Plaintiffs do not. and cénnot allege facts showing that they lost. money or property due to
Facebook’s conduct, or that they suffered a legal ‘Eir_ljury- in fact.”” Nor do they allege that they relied to their
defriment on any of the allegedly untrue statements. For these reasons, the claims fail;at. the threshol‘,d.-

’ 1. Plaintiffs Do Not Allege That They “Lost Money Or Property”

Plaintiffs do not and cannot allege that they lost “money or prop.e‘r’fy” asaresult of Facebook’s alleged

| conduct. The sole hamn each plaintiff alleges is that she “received notification that her personal data may

have been accessed by the App [i.e., Kogan’s app, tlﬁsisydurdigitaﬂifé] without her consent.” (Compl. §711-
13). This is not & loss of money or*,_propény; for multiple reasons. To show a loss of money or property, a
plaintiff rust “d_emonstrafe some form of economic injury.” (Kwikset, sz)rpa;, 51 Cal. 4th at p. 323.) For

example, “[a] plaintiff may (1) surrender in a transaction more, or acquire in a transaction less, than he or she

.otherwise would have; (2) have a present or future property interest diminished; (3) be deprived of money or

property to which he or she has a cognizable claim; or'(4) be required to enter into a transaction, costing
money or property, that would otherwise have been unnecessary.” (/bid.) Plaintiffs allege none of these
types of economic harm here. o

- To evade this defect, Plaintiffs posit that they “have a property interest” in théir data and have “lost
[that] property interest” because their information was shared without their consent. (Compl. {f 71~72.) But
courté repeatedly have held that an individual’s persén‘al information is -not‘ “property” for.purposes of the
UCL’s starfding requirement. (See Archer, supra, 195 Cal.App.4th at p. 816. [Plaintiffs whq alleged “the
unlawful collection and recordation of their bersona‘l 'id'e.nt.iﬁcation information, an invasion of their rig_ht 10
privacy,” failed to allege a loss of money .or' propertyl; In re iPhione Application Lifig.; (N.D. Cal. Sept. 20,
2011) 2011 WL 4403963, at *14 [““personal information’ does not cqhstitute: money or pr.ope'rt}; under the
[Ca‘lifomia}'] UCL”}; Ruiz v. Ga;n, Inc. (N.D. Cal. 2008) 540 :F.Supp.2d 1121, 1127 [finding no “authority to
support the contention that unauthorized release of personal information cons‘t.itutes aloss of prqpérty”].) Nor
can Plaintiffs 'havé lo'st.anyim,oney or property by using Facebook, because Facebook is a free service. (See
In re Sony Gaming Networks. & Customer Sec. Bfeach’ Litig. (SD. Cal. 2012) 903 F.Sﬁpp.Zd 942, 966

[plaintiffs:failed to allege “los't: money or property” where they subscribed to a free service].)
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Indeed, when facing the same allegations about the same underlying évents, the U.S. District Judge
in the related federal multi-district 'l'itigat’iont(MDL) in the Northern District of California explained that, in
hié view, ;‘th‘e plaintiffs have not adequétely alleged ... ‘economic harm.’” (Linsley Decl. Ex. 2 at p. 1.): The
Court reiterated this position at the hearing on Fac_ebbok";s motion to di‘smiés, statihg that he was “not buying”
Plaintiffs’ “allegations about economic harm.” (Linsley Decl. Ex. 3 atp. 156:3-5.) Because Plaintiffs have

N

not alleged that they lost .m‘éney or property as a result of Facebook’s conduct, they lack standing.

2. Plaintiffs Do Not Allege Any Other “Injury In Fact”

Because Plaintiffs cannot allege a loss of “money or-prope'rfy” within the meéning of Proposition 64,
this Court need go no further. But even if that were riot the case, Plaintiffs also cannot meet the separate
UCL/FAL requirement that they have suffered an “injury in fact” as a result of Facebook’s conduct; The
“injury in fact” requiremenf was .intended‘to mirtor the constitutional standing rules for federal court, (Prop.
64, § 1,.subd. (e), [stating voter’s intent to apply “the stariding r.eqﬁirements of the United States Constitution”
to UCL claims].) As a result, looking to federal law, the California Supren’1e Court has held that an “injury

in fact” for UCL purposes is “an. invasion of a legally protected intérest ‘which is (@ ,éonc:reté and

_partlcularlzed and (b) ‘actual or 1mmment not conjectural or hypothetlca ” (szkset supra 51 Cal.4th at

322, citations omitted, [citing and. quotmg Lujan v. Defs, of Wildlife (1992) 504 U.S. 555, 560].)
' Plamtlffs allegations do not meet this standard. Although the Complaint r.¢c1tes the word§ “injury in |

fact” (4 72, 78), they allegé' ne specific facts indicating how or in what way they actually were injured. As

noted above, the only relevant allegation is that they “received notification” that their personal data “may

have been accessed by the App without [their] consent.” (/d. 47 1 1-13;) This allegatio‘ri is far too speculative
to establish an actual or imminent injury, as required to meet thé- “injury in fact” requirernent. (See Kwikset,
supra, 51 Cal.4th at p. 322 [injury must be “aqtuél or imminent, not ‘corjectural’ or ‘hypothetical’]; see also
Birdsong, supra, 590 F.3d at p. 961 [conjectural allegations that some iP'odé have “capability”-of producing
unsafe.levels of sounds and that cohéume:s “ma&” listen to theni atunsafe levels were insufficient to establish
injury in fact].) And even apart from that problem, Plaintiffs (1) fail to allege a legally protected privacy
interest in the data they choose to s.har'e' on Facebook; (2) fail to allege facts specifically identifying the

information that allegedly was disclosed; (3) fail to allege a reasonable expectation of privacy in light.of their

‘ ,express'consent to the ‘sharing of their data with the “thisisyourdigitallife™ app; and (4) fail to identify any
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other harm that they suffered as a result of the alleged data sharing, »
‘ a. Plaintiffs’ Alleged Injury Is Too Speculative and Conjectural
Plaintiffs’ allegations are too speciilative to demonstrate an “injury in fact.” An “injury in fact” must

be “actual or imminent” and cannot be “conjectural” or “hypothetical.” (See Kwikset, supra, 51 Cal.4thaat p.

322 [injury in fact must be “actual ‘orii'mminent, not ‘conjectural’ or ‘hypo'thetical”’]i.) Plaintiffs" all‘egation

is that they “received notification” that their- personal data “may have been accessed by the App without

[their] consent.” (Compl. 9 11-13.) Courts routinely reject similar noncommittal and conjectural allegations

as insufﬁcien’t to meet the “injury'in fact” requirement. (See e.g., Bzrdsong V. Apple Inc. (9th Cir. 2009) 590
F.3d 955 961; Amburgey V. CaremarkPCS Health, LLC(C.D. Cal. Sept. 21, 2017) 2017 WL 7806634 at #3.)
“For example, in Bzrdsong, the Ninth Circuit held that allegatlons that “some iPods have the ‘capability’ of |
producing unsafe levels of sound and that consumers ‘may” listen to their iPods at unsafe levels combined
with an “ability” to listen for long periods of time” were too hypothetica'l to demonstrate an actual or imrfiihenf '
injury.. (590 F.3d at p. 961.) Likewise, in Amburgey, the court _r'e'jected. claims that drugs that the Plaintiffs
had purchased “rhay have” been damaged from being stored at unsafe temperatures. ('2017 WL 7806634 at
*3.) Sotoo here Plaintiffs’ allegations that umdentlﬁed personal data “rnay have been accessed by the. App”

fail to demonstrate an actual or imminent 1n_]ury

b: "Plaintiffs Fail To Allege That They Posted Protected, Private Informatlon on -
Facebook

Plamtlffs also fa11 to allege that their Facebook data contained private mfonnatlon As noted above

 each of the three Plaintiffs alleges only that she “has a Facebaok account and recelved a notification that her

personal data may have been accessed by the [thisisyourdigitallife App] without her consent.” (Compl. 1 11~
13)) These vague allegations cannot support a privacy;related claim. Plaintiffs have not alleged what
1nformat10n if any, they shared on Facebook or the privacy settings they chose, nor do they afﬁrmatlvely

allege that any such information was actually compronused Plaintiffs donot have a legally protected privacy

interest. in non-sens1t1ye mformatxon that they may have posted on Facebook, or information they set to be

| ~“public” or shared With'a Jlarge group of 'ﬁ’iends (or friends of friends). (See Melviﬁ v.. Reid (193 1)112

Cal. App 285, 290 [“There can be no pnvacy in that which is already public.”].) Because Plaintiffs have
failed to allege any facts to suggest that the information they may have or may not have, posted on Facébook

is “sensitive and confidential,” they have failed to allege any privacy violation or pnvacy-related harm.
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S Plaintjffs Do Not A»ll‘ege‘Any Legaily Protected Privacy Interest -

. Plaintiffs also identify no facts to -suppert their asSertion that Facebook “violated users’ right to
privacy established in article 1, section 1 of the Constitution of the State ef California.” (Compl. § 68.) They. '
assert that Facebook users “have a legally protected privacy interest in their persenal data that they did not
consent to have shared” (ibid.), but this t'heoty contradicts Supreme Court precedent interpreting Atticle I,

section 1 as protecting only “the dissemination or misuse of sensitive and confidential information,” and not

establishing a legally protected privacy interest in any .and all information about a person. (Hill v. NCA4'

(1994) 7 Cal.4th 1,5 [emphasis added]".) To determine whether information is “sensitive and confidential” -
courts look to whether “well-established social norms” support a legally protected privacy interest in a
“‘partieular class of ‘information.” (Id. atp. 3‘5.) Plaintiffs’ theory is that all Facebook data, by its very nature

and regardIESs of the specific content or user settings, are “legally protected” (Compl.  68) but they do not

identify a single “well-established social norm™ to suppott this premise. And, in fact, the contrary is true: As
- Plaintiffs admit, Facebook is a “popular social media platform” that people join o share information with

 their friends, family, and social contacts, allowing them fo be part of a “conversation.” ('Complt 99 18, 30.)

Plaintiffs do riot allege -anything about their own privacy settings: for all 'we know from th_e Complaint, |

| * Plaintiffs’ information was set to be publicly available, or available to a large group of “friends” or “friends

of friends.” Certainly, there is no indication that Plaintiffs infended for the information they shared on

Facebook to be stiictly: confidential in any sense that would qualify it for' protection by the California

Constitution. (See Compl. 4 11-13 [alleging only that they have Facebook accounts].) For this reason,

Plaintiffs have not alleged an injury to any legally protected privacy interest.

d. . Plaintiffs Consented To Any Alleged Sharing A
- 'E-ven' if Plaintiffs had alleged that they posted private information on Fae'eb'ook their own allegations
make clear that they consented to ‘the sharing alleged in the Complalnt To pursue an invasion-of-privacy
clalm a plaintiff “must not have mamfested by his or her conduct a voluntary consent to the invasive actions
of defendant.” (Hill, ,supra, 7 Ca1.4th at p. 26.) This is because, as the maxim volent1 non fit injuria”
concisely states, a person who consents is not injured. - (Rest.2d Torts, § 892A, com. a.) Accordingly, an

individual whose words or conduct indicates that he or she consented to the relevant conduct cannot pursue

aprivacy claim. (See Gill v. Hearst Publ’g.Co. (1953) 40 Cal.2d 224, 230, 253 P.2d 441 [plaintiffs waived
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-~ right to privacy by a “pose voluntarily assumed in a public market place”]; Aisenson v. Am. Broad: Co, (1990)

220 Cal.App.3d 146, 162, 269 Cal.Rptr; 379 [whether intrusion is ‘hi'ghly offensive to a reasonable person’
may turn on extent to which person whose privacy is at issue “voluntarily entered into the public sphere.”].)
Plaintiffs consented to sharing their dafaw_ith their friends and, in turn, with third-party apps used by

their friends, iﬁc‘Iuding, the thi'sis_yoﬁrdigitallife} app, when they agreed to Facebook’s terms of service and

- data use policy, which clearly disclosed this practice and also how users could opt out of it. The version of

Facebook’s Data Use Policyin effect in 2013 and 2014, for ekample, told users that apps they accessed would

' réce’ive their User ID, any information they shared pﬁblicly, and their friends’ User IDs, also called a “friend

list.” (Duffey Decl. Ex. 6at pp. 8 ;'9 [Nov. 1 5, 2013 Data use Policy] )2 Facebook further ve'z-cplainjed that apps
could access additional information about a user’s friends: | |

Just. like when you share information by email or elsewhere on the web, information you share on
Facebook can be re-shared. This means that if you share something on Facebook, anyonée who can
see it can share it with others, including the games, applications, and websites they use.

(/d. at p. 9.) Facebook’s policies even provided examples of such sharing by a user’s friends: -
For example, one of your friends might want to use a music application that allows them to see what
- their friends are listening to. To get the full benefit of that application, your friend would want to give
the application her friend list — which includes your User ID —so the application knows which of her
friends is also using it. Your friend might also. want to share the music-you “like” on Facebook.
(Id.) ‘Facebook also informed users how to prevent such .shaﬁng of'their data by their friends: “If you want
to ‘cofn‘pleteliy block applications from gétting your information when your friends and others use them, you
will need to turn off all Platform applications.” (/d.) | |

Plaintiffs also consented to sharing their data with device manufacturers. Facebook’s Data Use Policy”

 clearly stated that it would “give your inlformatio.n.;to the people and. co,rnpa,nies' that help us provide, .

understand, and improve the services we offer. For example, we may use outside vendors to help host our

website, serve photos and videos.” (Duffey Decl, Ex. 6 at 15.) Device manufacturers, with which Facebook

2 The Court may take judicial notice of thﬁse agreements as “[flacts and p’f.o'positions that are not.
reasonably subject to dispute and are capable of immediate and accurate determination by resort to sources
of reasonably indisputable accuracy.” (Evid.Code, § 452, subd. (h).) Courts may take judicial notice of

-agreements between the parties where the agreement governs the relationship between the parties and the

authenticity of the documents is not in dispute. (See Scott v. JPMorgan Chase Bank, N.4. (2013) 214
Cal.App.4th 743, 754.) These versions of Facebook’s terms of service and data use policies, all of which
lave been posted publicly on Facebook’s website, and which are capable of ready determination through
publicly accessible internet archiving services, are not subject to reasonable dispute. And plaintiffs
specifically rely on the terms of these agreements in arguing that Facebook made misrepresentations to
Facebook users and in arguing that Facebook failed to comply with the terms of the agreements. '
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partnered.to deliver a Facebook experience on users’ fnob"ile devices, are just tﬁe'"kind of companies that “help
ho.s._t:o,ur website” to “help [FaCebook] provide ... the serjviees [it] offers,” as referenced in this disclosure.
Pl-ainﬁffs admit that “[w]hen estalalishing their Facebook a\ccdunts, users enter into a contractual
agreement with the Company” and “agree to adhere to Facebook’s terms of service and other policies.”
(Compl. 1{.68(0').)' Courts ;out_inely‘dismiss similar claims where users consented to conduct disclosed in the
defenda‘nt.’ s terms of service, (See Siith v. Facebook, Ine. (9th Cir“ 2018) 745"F App’x 8, 8-9 [holdihg that
a reasonable -person viewing [F acebook’s] dlsclosures would understand” the practlces at issue in that case,
thereby. “constltut[lng] Plaintiffs’ consent™]; In re Yahoo Mail ng (N.D. Cal. 2014) 7 F. Supp 3d 1016,
1028; Perkins v. LinkedIn C07p. (N.D. Cal. 2014) 53 F.Supp.3d 1.1 90, 1214.) Because Plaintiffs consented

to the data sharing practices outlined in the Complaint, their claims are not viable.
e. - Plaintiffs Fail To Allege Any Other Injury In Fact
Plaintiffs have not alleged facts to demonstrate any other “injury in fact.” Plaintiffs allege that

. Cambridge Analytica used their data “to help target [Donald Trump’s campaign’s] messaging.” (Corhpl.

948.) Butthey make no effort to explain how or why they were injured by this conduct. Plaintiffs also allege
that Facebook shared data with dev1ce manufacturers, including Apple, Amazon, BlackBerry, Mlcrosoﬁ
Samsung, and Huawei, and suggest that this posed a “clear danger” because these corporations had "‘thelr
own agenda in terms of using colleeted personal data” or, iu the case of Huawei, have been suspected of
“undue influence by foreign government intereets.” (Compl. 9 3’7-39.) But Plaintiffs do not .alle'ge' any
actual hann 'as a tesult of this alleged data-sharing: Plaintiffs do not allege that any of these companies
actually :misused Facebook user data, let dlone Plaintiffs’® data. In faei, plaintiffs do not allege any facts te
show that _t,héy, as opposed to-other Facebook users, were ‘affected by these practices. (See Compl. ﬂ 37-39
[making only general allegations about device manufacturers].) That is insufficient to establish standirig.
- 3. Plaintiffs Fail To Allege Reliance Or Causation ) ' |

- “Proposition 64 requires that‘a plaintiffe ecOnomy'inju’ry‘ come ‘as a result of” the unfair competition

or a vielation of the false advertising law.” (szsket supra, 51 Cal 4th at p. 326.) The Supreme Court has

read this language to mean that a plaintiff assetting a ‘UCL or FAL clalm that is based on misrepresentation

~or fraud must demonstrate “actual reliance® on the allegedly misleading or false statements. (/bid.; Tobacco

11, supra 46 Calth atpp. 325 n.17, 328 [“a fraud theory involving false advertising and misrepresentations
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to consumers” must allege: “actual reliance™].) Because Plaintiffs’ claims are “based on a fraud theory |
involving false advertising and misrepresentations to consumers;”. (Compl. § 10 [“This action arises from

Facebook’s repeated misrepresentations to the general public .."]), the actual reliahce reqlii1'ement applies

' to all of Plaintiffs’ claims.

Plaintiffs have not even attempted to allege reliance, nor could they do so, None of the Plaintiffs

alleges that she read or viewed any allegedly misleading statements or materials, much less that she changed

" her behavior in response to any such statement, Because Plaintiffs have completely failed to allege reliance, .|

they cannot pursue their UCL or FAL claims. : o ’
B. Plaintiffs’ Claims Are Time-Barred | _ ‘ :
. The facts. underlying Plaintiffs’ claims establish that they -are barred by the four-year statute of )

 limitations that applies to UCL and FAL claims. (See Cal. Bus. & Prof. Code § 17208.) Under California

law, “a cause of action accrues at the time when the cause of action is complete with all of its elements,” and
the discovery rule provides a limited exce‘pti'd‘n that “posfponeé ,éccru‘al of a cause of action until the plaintiff
di'sciovérs,, of has ‘re_ds.on to discovery, the cause of act,iénf_’ (Féx" v, Ethicon Endo-Surgeiy,»‘lnc. (2005) 35
Cal.4th 797, 80.6'-8(5’7.) This is hot a “hypertechnical approach,” but rather asks whether “the plainitiffs have
reason to at least suspect that a type of wrongdoing has.injured them.” (/d. at p. 807.) . '

In their Complaiﬁt; Plaintiffs admit that Facebodk,‘ in August 2012, entered into a Consent Decree
withihe FTC that addressed the 'saﬁlc data privacy issues A'tha't underlie their cIaims_'. (Compl. 162.) The

FTC’s November 2011 Complaint—which preceded the Consent Decree and was widély publicized in the

national media—put the public on notice that third-party apps on Facebook could access user data via

permissions from users’ friends, and that users needed to use their App settings to control or limiit the sharing

o;finfb_nnation with apps. (Linsley Decl. Ex. 179, 18.)° Plaintiffs did not file this action until July 11, 2018,
nearly 6 years"éfte‘r entry of the Consent Decree and nearly 7 years after the FTC’s widely publicized
Cohﬁplaint—both of which put the public on notice of thé very practices of which Plaintiffs now complain.

Accordiﬁg-ly, each of Plaintiffs” causes of action is time-barred.

3 This Court may take Judicial Notice of the FTC Complaint because it is referenced in plaintiffs’
Complaint, it is an “Official act[] of the ... executive ... department[] of the United States” (Evid.Code
§ 452, subd. (¢)), and it is “not reasonably subject to dispute and [is] capable of immediate and accurate
determination by resort to sources of reasonably indisputable accuracy” (Evid. Code § 452, subd. (h)).
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C. Plaintiffs Fail To Allege A Cause Of Action Under The UCL
_ Even if Plaintiffs had standing to bring a UCL claim, they do not and cannot allege facts
demoﬁstrating that Facebook engaged in any “ﬁnlawﬁil,” “fraudulent,” or “unfair” business practice. |
1. Plaintiffs Fail To Allege An “Unlawful” Claim
Plaintiffs allege that Facebook, engaged in unlawful business ‘practices by violating Plainﬁffs’
constitutional right to privacy, failing to ,corhply with the California Customer Records Act (Civil Code
§ 1798.80, et seq. (“CCRA™)), and breaching the implie_d covenant of good faith and fair dealing. Plaintiffs
do not allege facts sufficient to state an claim under any of these theories, -
a. California Constitution Article I, Section 1 ‘
As shown above, Plaintiffs do not allege facts showing any violation of the constitutional right to
privacy because they do not and cannot allege (1) any legally protected privacy intereét;, 2) fécts to identify
any personal privacy violation; and (3) a reasonable expectation of privacy that Facebook would not shér'e

their data with third-party apps even though Plaintiffs consented to this practice. (See pp. 16-21 supra.)
b, . California Customer Records Act ‘

Nor do Plaintiffs state a violation CCRA, which requires businesses to implement security measures -
to protect certain types of personal information from illegal hacks and to disclose any relevant breach. (See
Civ. Code § 1798.82(b).) Plaintiffs fail to allege that the data disclosed to the thisisyourdigitallife app falls
under the narrow statutory definition df “personal information,” defined as a consumer’s name in combination
with a social security number, drivers’ license number, or credit card information (Civ. Code
§ 1‘798.81A.5('d).(1)(A)), or a consumer’s email or account information in combination with a password or
security code (id. § 1798.81.5(d)(1)(B)). Their only specific factual allegation is that the thisisyourdigitallife
app collected data about their locaﬁon, Facebook friends, “liked” content, éurrent city, status updates, photos,

and personal interests. (Compl. {42, 45.) They‘ offer not a single fact suggcsting that the App collected

‘passwords, security questions, or other information within the statutory definition of “personal information.”

And although Plaintiffs recite the language of that definition in conclusory terms (i_d. 9 68(b)), they nowhere
offer specific facts to support that recitation. Nor couid they—because, as Plaintiffs well know, it simply is
not true: the thisisyourdigitallife app ‘dit'l not request or obtain password or security information from users
and none of the many news articles and soutces that Plaintiffs cite in their Complaint suggest otherwise.
Finaliy, Plaintiffs fail fo allege that their information was obtained by an “unauthorized person” as
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the CRRA re,qu’ires’. (S‘ég Ci’y. Code § 1798.82(a).) As.noted, Plaintiffs consented to sharing their data with
apps through friends, including the thisisyourdigitallifé app, and also consented to the sharing of data with
thlrd party entmes such as device manufacturers. (See pp. 19-21 supra ;) The apps-and device manufacturers
that: Plamtlffs allege obtamed Facebook user data were not “uriauthorized person[s].” Nor was there any
“breach” 'of Facebook’s securlty‘»syste?m. (See Civ. Code § 1798.82(a).) The ~app and other third parties did
not breach F acebook’s security systems, but rather obtained the data with consent from users and their friends. |
‘ c | fmplied Covenant Of Good Faith And Fair Dealing _
Plaintiffs’ implied covenant of good faith and fair dealing theoty fails. Plaintiffs fail to allege which

- contract terms Facebook.did not satisfy, much less how Facebook’s cox-lduct allegedly deprived them of the

benefit of a right under ssuch a term. The unadorned al-legationsthat. Faqebook “interféred-with users’ ﬁght‘to
receive the benefits of the Cdmpafly"s data ﬁsep‘olicie's,” (Compl. § 68((;)) is insufficient because it does not
identify which policies are at issue or how Facebook’s conduct deprived them of the benefit of such a policy.
Plaintfiffs"y,implﬂied. coverlént claim fails beca}lse such an alleged violation can form the predicate for
a UCL 5claim only if it also-constitutes ﬁnlaw"ful unfair, or fraudulent-ccindua‘ (Puent'es 12 Wélls Fargo Homie
Mortg., Inc: (2008) 160 Cal. App. 4th 638, 645 see also Shrover 12 New Cmgular Wireléss Servs., Inc (%th |
C1r 2010).622 F. 3d 1035, 1044- [“a common law v1olat10n such as breach of contract is insufficient” to state.
aclaim under the unlawful_prqng]; Boland, Inc. v. Rolf C. Hagen (US4) Corp. (ED Cal.2010) 685 F .Supp.2d
1094, 1110 [“A breach of contract, aﬁd by extension, a breach of the implied covenént of good faith and fair
dealing, is not itself an unlawful act for purposés of the UCL.”].) Plaintiffs do not al‘le’ge how Facebook’s
alleged breach is mdependently “unfair, unlawful or fraudulent” suchi that it could act as a prechcate v1olat10n
‘ Plaintiffs’ 1mp11ed covenant claim also fails because 1t i$ a species of contract clalm (see Carson v.

Mercwy Ins. Co (2012) 210 Cal.App.4th 409, 429), and, “[u]nder ‘California law, a breach of contract claim

. requires a showing of appremable and actual damage” (dguilera v: Pzrellz Armstrong Tire Corp. (9th Cir.

2000) 223 F.3d 1010 1015). As discussed above, Plaintiffs have falled to allege any apprecuable or actual.
harm, and their implied covenant claim fails.on this ‘basis. o : . ,
Finally, Facebook’s challenged practices—allowing third-party apps to request and collect data from

users’ friends—were expressly ~dfsclosed in the Data Use Policy, which was part of Facebook’s contract With

" users. (Third Story Music, Inc. v, Waits (1995) 41 Cal.App.4th 798, 804 [no implied covenant claim where
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“the-subject is comptetely covered by the contract.”].) Accordingly, Plaintiffs’ implied covenant claim fails.
2, Plaintiffs Fail To Allege A “Fraudulent” Claim

Plamtlffs also cannot state a UCL cause of action based on a “fraud” theory As discussed above,
Plaintiffs fail to allege ¢ ,actual rehance —a. necessary element of any “fraudulent” claim under the UCL.
(Tobacco I, supra, 46:Cal.4th at p: 328.) Piaintiffs also have not alleged, as they must, any specific facts

constituting fraudulent or ',dece‘ptiy'er practices. (S Bay Chevrolet v. GM Acceptance Corp. (1999) 72

Cal.App.4th 861, 888 [“The test is whether the public is likely to be deceived.”].) As shown, Facebook fully

disclosed how users” data cotild be shared with third-party apps and gave users the option torestric't or turn

 off sharing with apps. Plaintiffs cannot shown that Facebook’s conduct was misleading because Facebook

clearly disclosed this practice in its Data Use Policy; to which Plaintiffs agreed. Facebook also disclosed its
practlce of sharing data with partners such as device manufacturers SO there was no deceptlon there either.

3. Plalntlffs Fail To Allege An “Unfalr” Clalm . ' {

Nor can 'Pla1nt1ffs state a UCL cause of action under an “unfair” theory Mu1tiple -Courts of AI‘)pealr
have held that under Cel-Tech Comm Inc. v. Los Angeles Cell Tel Co. (1999) 20 Cal.4th 163, an allegedly
unfair busmess practice under the UCL must be ““tethered’ to a leglslatlvely declared policy or ha[ve] some
actual or threatened impact on competltlon. (Belton v. Comcast Cable .Holdmgs, LLC (2007) 151 -
.Cal.Aiap.4th 1224, 1239-40; Gregory v. Albertson’s, In'c.i (2002) 104 Cal.App.4th 845, 853-854; Buller v. -
Sutter Health (2008) 160 Cal.App.4th 981, 999.) ‘Although some appellate courts have gone the 'other way
on this point, Facebook submits that this is the better reading of Cel-Tech and urges this Court to adopt if.

Under that construction, a plaintiff seeking to allege a claim of “unfair” practi‘ces must allege that the practice

injured. competition: injury to individual coneumers is not enough. (Belton, supra, 15-1_-C'al.App.4ﬂ1 at 1239-
40.) Because Plaintiffs have not 'alleged facts showing that the conduct they allege is “tethered” to a
legislatively declared policy or has 'some actual or threatened impact on compétition, their claim fails.

4. Plain‘tit‘fs’ UCL Claim Is Barred Because They Have An Ad‘et;uate, Remedy At Law.

Plaintiffs’ main 'theo'ry is that Facebook breached its duties to Pla'intiffs under the terms of the
contracts. to which Pla1nt1ffs agreed when they s1gned up for Facebook (Compl. w 68-70.) The remedy for
such a claimed breach is in contract, not a bus1ness tort clalm under the UCL and FAL. (See Korea Supply
Co. v. Lockheed Martin Corp. (2003) 29 Cal.4th 1134, 1 151 JUCL was “never intended” to become an “all-
purpose. substitute for a tort or contract actlon”] ) “A plaintiff may only seek equltable relief under
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" California’s UCL where she has no adequate.remedy at law.” (Moss v. Infinity Ins. Co. (N.D. Cal. 2016) 197
'F'.'S'upp.3d 1191, 1203; Philipsv. Ford Motor Co. (N.D. Cal. July 7,2015) 2015 WL 4111448, at *16 [“_[T]he

UCL provides only the equitable remedies of restitution and injunctivé relief. A plaintiff seeking equitable
relief in California mﬁst establish thaf, there is no adequate remedy at law available.”].) “Where ... a plaintiff
can seek money damages if :éh‘e prevails on claifns for breach of contract or breach of the implied covenant
of good faith and fair dealing, she has an adequate remedy at law.” (Moss, supra, 197 F.Supp.3d at p. _1203;
see ‘aisd Gardner v. Safeco Ins. Co. of Am. (N.D.Cal. June 6, 2014) No. 14-CV-02024-JCS, 2014 WL
2568895, at. *7 [dismissing UCL clai_m where “the moﬁey daméges avaﬂable to [pIaintifﬂ in the event he
prevails on his claims for breach of contract and breach of the implied covenant of good faith and fair dealing

may provide an adequate remedy [at law]]”); McAdam v. State Nat. Ins. Co. (S-.D.Cé.l; Sept. 24, 2I0'12) No.

~ 12CV1333 BTM MDD, 2012 WL 4364655, at *3 [UCL claim dismissed where plainitiff “has an adequate

legal remedy 1in the form of his breach of contract claim and does.not have a legitimate claim for injunctive

relief or restitution”].) Because Plaintiffs have a.legal remedy for their contract-based claims, their equitable
UCL claims are not appropriate: 4
D. Plaintiffs Cannot State A Cause Of Action Under Bus. & Prof. Code § 17500 et seq.

Given Facebook’s clear disclosures, no reasonable consumer would be deceived by Facebook’s

public statements regarding how. it uses and safeguards user data; Facebook’s Terms and Conditions and.

Statement of Rights and Responsibilities (“SRR™) do not guareintee that Facebook will prevent any and all

. misuse of users’ data—'inv'fact, Jjust the opposite. Facebook’s Data Use Policy told users that “games,

applications and Websife are created and maintained by other businesses and. developers who are not part of,‘ ‘
or controlled by.; Facebook™ (Dutfey becl. Ex. 6 at p. 8), and the SRR stated that a user’s “agieement wi‘thv
[an] application wﬂl control how the ‘appliqatic)n can use, store, and transfer ... content and infqrmation”
(Duffey De'cl.lExr. 2 at p. 1 [Nov. 15,2013 SRR].) Consistent with these controls and disclosures, the SRR
clearly and unambiguously waiVeci cl'aim,e_d based on third-party conduct. It stated: ‘ ‘

FACEBOOK IS NOT RESPONSIBLE FOR THE ACTIONS, CONTENT, INFORMATION, OR
DATA OR THIRD PARTIES, AND YOU RELEASE US, OUR DIRECTORS, OFFICERS,
EMPLOYEES, AND AGENTS FROM ANY CLAIMS AND DAMAGES, KNOWN AND
UNKNOWN, ARISING OUT OF OR IN ANY WAY CONNECTED: WITH ANY- CLAIM YOU
HAVE AGAINST AN Y SUCH THIRD PARTY. (/d. at6.)

Despite these clear provxsmns, Plamtl'ffs assert that Facebook falsely “reprcsented ... that it would
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protect and not permit the unauthorized transfer or use of personal data”; “that [Facebook] does not share
information unless the user grants permission or Facebook provides notice to the user”; and “that [Facebook]
investigated- suspicious activity or violations-of its terms of use or policies.” (Compl. §75.) But Plaintiffs

have alleged nothing to suggest that the challénged st‘ateménts were false or nﬁ’isleadiné As shown éi)ov'e,

-Facebook did not share Plaintiffs’ information w1th the thisisyourdigitallife app without their authonzatlon

because Facebook disclosed this practlce in its Data Use Policy, to Wthh Plamtlffs agreed. Plaintiffs

consented to transferring their data to the App and provided Facebook their permission to do so. And, as

~ Plaintiffs admit in their Complaint, Facebook did investigate suspicious activit& or violations of its terms of

use or policies. (Compl. 1 46-50.) Plaintiffs adinit that Facebook removed the thisisyourdigitallife app from

the Platform, sent Kogan.a formal ‘written notice from its attorneys demanding that Kogan delete all data

- collected through the app, and sent similar demands to Cambridge Analytica. (/d.) Although Plaintiffs assert

that Facebopk should have done even more, it is aplparent‘ from theif allegations that Facebook did
“investiga:c[e] suspicious activity or violations of our .terms or policies” as Plaintiffs allege it promised to do.

The Court is not required to, and should not, accept Plaintiffs “conclusory” allegations as.true where '
they are “inconsistent” with the factual allegations alleged in the complaint and judi‘éially noticeable facts.
(Bank of N. Y Mellon v. Citibank, N.4. (2017) 8 Cal.App.5th 935, 953.)

Accordlngly, there is no deception here, and the Court should sustain the demurrer to Count II.
s - A CONCLUSION

Facebook’s demurrers to the Complalnt should be sustained and the Complaint should be dismissed.
DATED: April2,2019 - GIBSON, DUNN & CRUTCHER LLP
' i ;n A. Linsley

4Attor_'neys Jor Plaintiff F,
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